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SECTION 281300 - ACCESS CONTROL 

PART 1 - GENERAL 

1.01 SECTION INCLUDES 

A. The access control systems installed, and work performed under this division of the 
specifications shall include but not necessarily be limited to the following: 

1. Control Cables and Pathways 
2. Access Control Panels 
3. Door Hardware Power Supplies 
4. Auxiliary Power Supplies 
5. Door Position Switches 
6. Request-To-Exit Devices 
7. Door Release Buttons 
8. Emergency Lockdown Buttons 
9. Lock Boxes 
10. Card readers 
11. Credentials 
12. Printer/Badging Stations 
13. Miscellaneous Equipment 
14. Data Transmission Wiring 

B. The work to be done under this section of the specifications shall include the furnishing of labor, 
material, equipment and tools required for the complete installation of the work indicated on the 
drawings or as specified herein. All work to be coordinated with the construction manager 
and/or Owner and completed within their published schedule. 
 

C. All materials, obviously, a part of the access control system and necessary to its proper 
operation but not specifically mentioned or shown on the drawings, shall be furnished and 
installed without additional charge. The Contractor shall furnish a complete, turnkey solution. 
 

D. The drawings and specifications are complementary to each other and what is called for by one 
shall be as binding as if called for by both. If a discrepancy exists between the drawing and 
specifications the Contractor shall notify the Architect, engineering and consulting team (A/E) 
immediately. 

1.02 RELATED SECTIONS 

A. Drawings and general provisions of the Contract, including General and Supplementary 
Conditions and Division 01 Specification Sections, apply to this Section. 

B. Applicable portions of general requirements/provisions shall be considered a part of this section 
and shall have the same force as if printed herein full. In addition, all information related to 
communications infrastructure that is documented in the architectural, structural, mechanical, 
and electrical drawings/documents shall be included as part of the contract documents. 

C. Section 26 0533 Raceways and Boxes for Electrical Systems 

D. Section 27 0500 Common Work Results for Communications 
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E. Section 27 1000 Structured Cabling 

F. Section 28 2300 Video Surveillance Systems 

G. Section 28 3100 Intrusion Detection Systems 

1.03 REFERENCES 

A. Specifications, Standards and Codes: All work shall be in accordance with the current editions 
of the following:  

1. The National Electrical Code (NFPA 70) 
2. American National Standards Institute (ANSI) 
3. National Electrical Manufacturers Association (NEMA) 
4. Telecommunications Industries Association (TIA) ANSI-TIA 568, 569, 606, 607  
5. Telecommunications Industries Association (TIA) TIA-862 BAS Cabling.         
6. Building Industry Consulting Service International (BICSI) Telecommunications 

Distribution Methods Manual (TDMM) 
7. BICSI Information Technology Systems Installation Methods Manual (ITSIMM) 
8. International Standards Organization/International Electro Technical Commission 

(ISO/IEC) DIS 11801 
9. Institute of Electrical & Electronics Designers (IEEE) 
10. Underwriters Laboratories (UL) 
11. American Standards Association (ASA) 
12. Federal Communications Commission (FCC) 
13. Occupational Safety and Health Administration (OSHA) 
14. American Society of Testing Material (ASTM) 
15. Americans with Disabilities Act (ADA) 
16. Local city and county ordinances governing electrical work. 
17. In the event of conflicts, the more stringent provisions shall apply. 

B. Manufacturers hardening guide(s) – Latest edition. 

1.04 DEFINITIONS 

A. Terms: The following definitions of terms supplement those of the general requirements and are 
applicable to Division 28 – Access Control: 

B. Provide: As used herein shall mean "furnish, install, label and test (if applicable) complete." 
 

C. Infrastructure: As used herein shall mean j-hooks, conduits, sleeves and raceways with all 
required accessories; completely installed. 

D. Work: As used herein shall be understood to mean the materials completely installed, including 
the labor involved. 

E. AHJ: Authority Having Jurisdiction 

F. Owner: Fort Smith Public Schools 

G. A/E: Architect, engineer, consultant and/or other members of the design team. 
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1.05 PERFORMANCE REQUIREMENTS 

A. The following is a summary of the Contractor’s responsibilities and requirements. The following 
does not preclude other Contractor responsibilities and requirements listed in this specification. 

B. The Contractor shall review the Contract Documents and field conditions prior to the work. 

C. The Owner makes no representations as to the accuracy or completeness of the site 
information furnished to the Contractor by the Owner and does not expressly or impliedly 
warrant same and is not responsible for any interpretations or conclusions reached by the 
Contractor with respect thereto. It is Contractor's sole responsibility to verify to its own 
satisfaction all site information. 

D. The Contractor is responsible for having visited each site and for having ascertained pertinent 
local conditions such as location, accessibility, and character of the site or building, the 
character and extent of existing work within and adjacent to the site, and any other work being 
performed thereon at the time of the submission of his proposal. Any failure to do so will not 
relieve the responsibility of successfully performing the work without additional expense to the 
Owner. 

E. The Contractor shall take field measurements and verify field conditions and shall carefully 
compare such field measurements and conditions and other information known to the 
Contractor with the Contract Documents before commencing activities. Errors, inconsistencies 
or omissions discovered shall be reported to the Owner at once. 

F. If in the performance of the Contract, subsurface, latent, or concealed conditions at the site are 
found to be materially different from the information included in the Contract Documents, or if 
unknown conditions of an unusual nature are disclosed differing materially from the conditions 
usually inherent in work of the character shown and specified, the Owner shall be notified in 
writing of such conditions before they are disturbed. A/E, with the approval of the Owner 
representative, will promptly make such changes to the Specifications as deemed necessary to 
conform to the different conditions, and any increase or decrease in the Work, or in the time 
within which the Work is to be completed, resulting from such changes will be adjusted by 
Change Order subject to the prior approval of the Owner representative. 

G. Before submitting its proposal to the Owner, and continuously after execution of the Contract, 
the Contractor shall carefully study and compare the contract document and shall at once report 
to the Owner representative any error, inconsistency or omission the Contractor may discover, 
including any requirements which may be contrary to any law, ordinance, rule, regulation or 
order of any public authority bearing on the performance of the Work. By submitting its proposal 
for the Contract and the Work, the Contractor agrees that the contract documents appear 
accurate, consistent, and complete insofar as can reasonably be determined. If the Contractor 
has reported, in writing, an error, inconsistency or omission, has promptly stopped the affected 
work until otherwise instructed, and has otherwise followed the instructions of the Owner 
representative, the Contractor shall not be liable to the Owner for any damage resulting from 
any such errors, inconsistencies or omissions in the contract documents. The Contractor shall 
perform no portion of the Work at any time without the Contract Documents, and where 
required, approved project drawings, product data or samples for such portion of the work. 

H. The Contractor shall perform the work in accordance with the Contract Documents and 
submittals. 

I. The Contractor shall arrange for the securing of any and all necessary permits and pay for 
same. The Contractor shall verify with the local city and/or municipality for any permits that may 
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be required in this Work. The Contractor shall arrange for the securing of any and all necessary 
permits and pay for same. 

J. The Contractor shall provide and pay for all materials, supplies, machinery, equipment, tools, 
superintendence, labor, services, insurance, and all water, fuel, transportation, and other 
facilities necessary for the execution and completion of the work covered by the Contract 
Documents. 

K. Unless otherwise specifically provided in this Contract, all equipment, material, and articles 
incorporated in the work covered by this Contract are to be new and of the most suitable grade 
for the purpose intended. 

L. All work under this Contract shall be performed in a skillful and professional manner. The 
Contractor agrees to employ only orderly and competent employees, skillful in the performance 
of the type of work required under this contract; and agrees that whenever informed by the 
Owner in writing that any employee(s) on the work is (are), in its opinion, incompetent, unfaithful 
or disorderly, shall be discharged from the work and shall not again be employed on the work 
without the Owner's written consent. 

M. Materials or work described in words, which so applied, shall have a well-known technical or 
trade meaning and shall be held to refer to such recognized standards. Neither custom nor 
usage of trade shall require the Owner to accept materials or workmanship not in strict and 
complete compliance with the Contract Documents. 

1.06 DRAWINGS 

A. Drawings are generally diagrammatic and show the arrangement and location of pathways, 
outlets, support structures and equipment. The Contractor shall carefully investigate the 
structural and finish conditions affecting his work and arrange his work accordingly. Should 
conditions on the job make it necessary to adjust pathways or materials, the Contractor shall so 
advise the A/E and secure approval before proceeding with such work. 

B. Where exact locations are required by equipment for stubbing-up and terminating conduit 
concealed in floor slabs, the Contractor shall request shop drawings, equipment location 
drawings, foundation drawings, and any other data required by him to locate the concealed 
conduit before the floor slab is poured. 

C. Materials, equipment or labor not indicated but which can be reasonably inferred to be 
necessary for a complete installation shall be provided. Drawings and specifications do not 
undertake to indicate every item of material, equipment, or labor required to produce a complete 
and properly operating installation. 

D. The right is reserved to make reasonable changes in locations of equipment indicated on 
drawings prior to rough in without increase in contract cost. 

E. The Contractor shall not reduce the size or number of conduit runs indicated on the drawings 
without the written approval of the A/E. 

F. Any work installed contrary to contract drawings shall be subject to change as directed by the 
A/E, and no extra compensation will be allowed for making these changes. 

G. The location of equipment, support structures, outlets, and similar devices shown on the 
drawings are approximate only. Do not scale drawings. Obtain layout dimensions for equipment 
from architectural plans unless indicated on communications plans. 



  FORT SMITH PUBLIC SCHOOLS   

 ACCESS CONTROL 281300 - 5 
 

 

H. Schematic diagrams shown on the drawings indicate the required functions only. The 
technology of a manufacturer may be used to accomplish the functions indicated without exact 
adherence to the schematic drawings shown. Additional labor and materials required for such 
deviations shall be furnished at the Contractor's expense. 

I. Verify the ceiling type, ceiling suspension systems, and clearance above hung ceilings prior to 
ordering cabling and associated hardware. Notify the A/E of any discrepancies. 

J. Review all architectural drawings for modular furniture. 

K. Portions of these drawings and specifications are abbreviated and may include incomplete 
sentences. Omissions of words or phrases such as "the Contractor shall," "shall be," "as 
indicated on the drawings," "In accordance with," "a," "the" and "all are intended" shall be 
supplied by inference. 

1.07 ACTION SUBMITTALS 

A. Provide product data cut sheets for all listed products in section two of this specification as per 
Section 01 3000 with the following provisions: 

1. Provide electronic copies in PDF format. 
2. Shop drawings are required for the submittal package and will contain the following 

information: 

a. Indicate the location of each device as it appears inside the building. Devices shall 
include all cable pathways, door contacts, access control panels, request to exit 
devices and other devices associated with the access control system.  

b. Each device shall be labeled as per the direction of the Owner’s Representative. 
c. All door locations shall be numbered to match the current door numbers at the 

client facilities today. Do not use the architectural door numbers. Coordinate with 
the Owner on door number locations. 

d. Provide panel elevation details indicating the location and quantity of all panels 
that will be required in the project on a per campus basis. 

e. Line diagram drawings indicating the connecting points on the panel for all 
devices. This will include the door controllers, DPS, RTE, alarm buttons, and door 
release buttons including the provided AiPhone systems. 

3. Provide manufacturer cut sheets for each piece of equipment specified. Include the 
manufacturer name, model number and description of each listed component.  

a. If the data sheet includes multiple part numbers or models the bidding contractor 
will indicate which model is being submitted by marking the appropriate model 
number with an “X” or an arrow.  

4. Provide a complete cost breakdown for each campus including all materials and labor 
associated with this project including item name, manufacturer, model, quantity and labor 
hours and costs associated with each item. 

5. Provide a copy of current manufacturers certifications for the company and for all 
personnel who will provide services on this project.   

6. No portion of the work shall commence or equipment ordered until the Owner’s 
Representative and Owner have approved the submittals. 
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1.08 INFORMATIONAL SUBMITTALS 

A. Field quality-control reports. 

B. Product Warranty: Sample of special warranty. 

1.09 CLOSEOUT SUBMITTALS 

A. Closeout Submittals will be submitted under this section with the following provisions. 

1. Maintenance Data:  Include manufacturers’ operating instructions, original copies of all 
software, recommended maintenance required and maintenance intervals. 

2. A complete parts list.  

3. A spreadsheet containing the following information about the access control system: 

a. Panel Name (Coordinate with Owner’s Representative) 
b. IP Address assigned to each panel (Obtained from Owner’s Representative) 
c. MDF or IDF room that the panel originates in as per the design documents. 
d. Port number of the patch panel the panel is connected to.  
e. Port number of the switch the panel is connected to. (Obtained in coordination with 

Owner’s Representative) 

4. Record drawings shall show the following: 

a. Update the original submittals of the floor plans. Relocate any device that may 
have been moved or altered during the life span of the project. Devices shall 
include all cable pathways, door contacts, access control panels, request to exit 
devices and other devices associated with the access control system.  

b. Each device shall be labeled as per the direction of the Owner’s Representative. 
c. All door locations shall be numbered to match the current door numbers at the 

client facilities.  Do not use the architectural door numbers. Coordinate with the 
Owner’s Representative on door number locations. 

d. Provide panel elevation details indicating the location and quantity of all panels 
that were installed as part of this contract. 

e. Update the line diagram drawings provided during the submittal phase that 
indicated device locations back to the panel. This will include any changes to the 
door controllers, DPS, RTE, alarm buttons, and door release buttons. 

f. Title blocks used on all drawings will be that of the Contractor and shall include the 
following: 

1) Company name,  
2) Company address and phone number for service. 
3) Date on the drawings will match the date of final acceptance for warranty 

purposes.   

5. Drawing documentation will be in the following format: 

a. Two (2) electronic copies on USB flash drives. 

1) Drawings will be in both CAD (DWG) and PDF format and the Contractor 
will include all files on each drive.  

2) Provide all drawings in black and white. Do not provide electronic drawings 
in color.  
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6. Drawings shall be provided to the consultant for review and on-site acceptance prior to 
the Owner’s final acceptance of the project.  

a. The drawings will be reviewed on site with the consultant and the Owner prior to 
the final acceptance process. Drawings rejected for any reason will delay the final 
acceptance process until resolved. 

7.  A completed record drawing will be required for use during the final acceptance process 
of the construction project. Failure to produce the record drawing during this process will 
result in a delay in the final acceptance to the Owner. 

1.10 QUALITY ASSURANCE 

A. Cable installation; refer to Division 27 for all network cabling requirements. 

B. Contractor 

1. Contractor is defined as an employer of workers trained and approved by manufacturer. 
2. The Contractor will utilize the authorized manufacturer components and distribution 

channels in provisioning this project. Contractors must be prepared to submit authorized 
manufacturer factory training certificates. 

3. The Contractor shall have a minimum of three (3) years of recent experience with the 
proposed manufacturer’s products. 

4. Contractor shall have a minimum of five (5) years’ experience with the design, 
programming, installation and project management of access and control systems. 

5. The Contractor shall provide current security installation/maintenance license from the 
state or other jurisdiction(s) if required by the Owner and/or local AHJ. 

6. The Contractor shall have adequately trained personnel in the usage of such tools and 
equipment and shall provide a quantity of certified technicians as part of their submittal 
response. 

7. The Contractor must have previously established offices located within sixty (60) miles of 
the Owner’s administration building. 

8. The Contractor shall not have any grievances or complaints of record regarding 
workmanship, code compliance or service response. A contractor that has any prior 
finding(s) of a license violation or has any litigation in process is unacceptable. 

9. The Owner reserves the right to reject bid of any bidder who has previously failed to 
perform properly, or complete on time, contracts of a similar nature. 

C. No portion of this project shall be performed by subcontractors, unless approved by Owner  or 
Owner’s Representative. 

D. Unqualified bidders may not partner with a qualified bidder for any reason without pre-approval 
from the Owner. 

E. The Contractor shall coordinate communications work with that of other sections as required 
ensuring that the entire communications work will be carried out in an orderly, complete and 
coordinated fashion. 

1.11 DELIVERY, STORAGE AND HANDLING 

A. Comply with requirements of the delivery storage and handling specification sections in the 
project specification book, if applicable.  
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B. Deliver materials in manufacturer's original, unopened, undamaged containers with 
identification labels intact. 

C. Store materials protected from exposure to harmful environmental conditions and at 
temperature conditions recommended by manufacturer. 

D. Handle products and systems in accordance with manufacturer's instructions. 

E. Contractor is required to remove all empty containers and other trash associated with the 
system. This includes all packaging, excess cable and other materials that hold no value to the 
Owner. 

1.12 PROJECT CONDITIONS 

A. The Contractor shall review contractor documents and field conditions prior to the work. 

B. Comply with requirements of referenced standards and recommendations of material 
manufacturers for environmental conditions before, during, and after installation. 

C. Do not begin installation until instructed to perform by the Owner or Owner’s Representative. 

D. While on campus or on any land owned by the Owner all contractors will comply with Owner 
policies concerning alcohol, tobacco and firearms as well as any other Owner policy governing 
dress, behavior etc. 

E. Coordinate with the Owner in obtaining all the required IP addresses and any other network 
configuration or standards information, including cyber security, required by the Owner for 
deployment of devices or servers to Owner’s network. 

F. The Owner makes no representations as to the accuracy or completeness of the site 
information furnished to the Contractor by the Owner and does not expressly or impliedly 
warrant same and is not responsible for any interpretations or conclusions reached by the 
Contractor with respect thereto. It is Contractor's sole responsibility to verify to its own 
satisfaction all site information. 

G. The Contractor is responsible for having visited the site and ascertained pertinent local 
conditions such as location, accessibility, and character of the site or building, the character and 
extent of existing work within and adjacent to the site, and any other work being performed 
thereon at the time of the submission of his proposal. Any failure to do so will not relieve him 
from responsibility for successfully performing the work without additional expense to the 
Owner. 

H. The Contractor shall take field measurements and verify field conditions and shall carefully 
compare such field measurements and conditions and other information known to the 
Contractor with the contract documents before commencing activities. Errors, inconsistencies or 
omissions discovered shall be reported to the Owner at once. 

I. If in the performance of the contract, subsurface, latent, or concealed conditions at the site are 
found to be materially different from the information included in this specification and related 
drawings, or if unknown conditions of an unusual nature are disclosed differing materially from 
the conditions usually inherent in work of the character shown and specified, the Owner shall be 
notified in writing of such conditions before they are disturbed. A/E, with the approval of the 
Owner, will promptly make such changes the specifications as deemed necessary to conform to 
the different conditions, and any increase or decrease in the work, or in the time within which 
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the work is to be completed, resulting from such changes will be adjusted by change order 
subject to the prior approval of the Owner. 

J. Before submitting its proposal to the Owner, and continuously after execution of the contract, 
the Contractor shall carefully study and compare this specification and shall at once report to 
the Owner any error, inconsistency or omission the Contractor may discover, including any 
requirements which may be contrary to any law, ordinance, rule, regulation or order of any 
public authority bearing on the performance of the work. By submitting its proposal for the 
contract and the work, the Contractor agrees that the specification and related drawings appear 
accurate, consistent, and complete insofar as can reasonably be determined. If the contractor 
has reported in writing an error, inconsistency or omission, has promptly stopped the affected 
work until otherwise instructed, and has otherwise followed the instructions of the Owner, the 
Contractor shall not be liable to the Owner for any damage resulting from any such errors, 
inconsistencies or omissions in this specification and resulting contract documents. The 
Contractor shall perform no portion of the work at any time without the contract documents and, 
where required, approved project drawings, product data or samples for such portion of the 
work. 

K. Prior to submitting bids of the project, visit the site of the work to become aware of existing 
conditions that may affect the cost of the project. Where work under this project requires 
extension, relocation, reconnections or modifications to existing equipment or systems, the 
existing equipment or systems, shall be restored to their original condition before the completion 
of this project. 

1.13 WARRANTY AND MAINTENANCE AGREEMENTS 

A. The Contractor warrants to the Owner that all materials and equipment furnished under the 
contract documents will be new unless otherwise specified, and that all work will be of good 
quality, free from faults and defects and in conformance with the contract documents. All work 
not conforming to these requirements, including substitutions not properly approved and 
authorized, may be considered defective. If required by the Owner, the Contractor shall furnish 
satisfactory evidence as to the kind and quality of materials and equipment.  

B. The Contractor warrants the installation of all devices for a period of one full calendar year from 
the date of final acceptance of the entire project.  

C. All materials used in this project will carry a manufacturer warranty as follows: 

1. Door Hardware – 3 years from date of final acceptance 
2. Servers – 5 years on all parts and labor from date of final acceptance 
3. Software maintenance agreement for a period of 5 years that will include the following: 

a. Contractor will include all necessary renewal fees based on the installed 
configuration for five additional years of maintenance coverage starting one year 
from the date of final acceptance.  

b. The agreement will begin on the Owner approved substantial completion date and 
not at the date of purchase by the integrator 

D. Contractor shall assign, to Owner, all warranties and guarantees from or rights against any 
manufacturer, supplier or distributor of equipment, fixtures and other material installed in or 
incorporated in the work at the time of Acceptance by Owner.  

E. The warranty binds the Contractor to correct any work that does not conform to the contract 
documents or any defects in workmanship or materials furnished under this contract which may 
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be discovered within the warranty period. The Contractor shall, at its own expense, correct such 
defect after receiving notice from the Owner by repairing same to the condition called for in the 
contract documents.  

F. All recall notices occurring during the manufacturer’s warranty period will automatically be 
forwarded to the Owner. 

G. All recall notices occurring after the expiration of the manufacturer’s warranty shall be forwarded 
to the Owner for a period of 2 years after the warranty expires. 

H. Contractor shall warrantee the repaired/replace item for one year from date of 
repair/replacement. This warranty shall cover parts, labor, travel and all other expenses. 

I. All replacement, installation, integration, maintenance and testing provided in conjunction with 
the warranty provisions of such contract will be provided at no additional cost to the Owner. 

J. The hardware and software components of the access control system will have a 
manufacturer’s warranty of 5 years from the approved final acceptance date. 

K. Warranty service shall be provided based upon the type of system failure: 

1. Major System Failure; 

a. Major system failures are defined as failures that prohibit the use of a typical 
system function in one or more instructional spaces or pose a life safety concern. 
Such failures are considered a major impact to the Owner.  

b. Contractor shall provide service correcting the impact within eight (8) hours after 
notification by Owner or Owner’s Representative and no later than the next 
business day if the notification falls after noon of the notification date. 

2. Minor System Failure; 

a. Minor system failures are defined as failures that do not inhibit typical system 
usage in an instructional space or pose no life safety concern.  

b. Contractor shall provide service within forty-eight (48) hours, after notification by 
Owner or Owner’s Representative. 

3. Owner reserves the right to make the final determination of major or minor system 
failures and the right to coordinate the best times for service of any system failure. 

4. If it becomes necessary for the Owner to contract out for warranty repairs, due to an 
inability or failure of the Contractor to perform such repairs, the Contractor shall 
reimburse the Owner for all invoices for parts, labor, materials, travel, per-diem, and all 
other related expenses such as shipping/handling costs to perform such repairs, within 
30 days from presentation of an invoice from the Owner. The cost limitation for such 
repairs will not exceed the actual costs as listed above which are directly related to the 
repair. 

PART 2 - PRODUCTS 

2.01 MANUFACTURERS 

A. Manufacturers and model numbers shall not be substituted without specific notice in an 
addendum or other formal documentation process. Otherwise, where a specific manufacturer's 
product is indicated, products of other manufacturers listed as acceptable may be submitted for 
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approval based on the substitute product being, in the opinion of the Owner, of equivalent or 
better quality than that of the product specified. 

B. The following manufacturer is the Owner-standard for the integrated video management system 
and access control:  
1. Access Control System manufacturer – Keri Systems. 
2. ACS Software - Keri Systems Doors.NET. 

2.02 CONTROL CABLES AND PATHWAYS 

A. Cables shall be rated for the environment in which they are installed. 

2.03 ACCESS CONTROL PANELS 

A. Keri NXT-2D MSC 2 Door/4 Reader TCP/IP Controller. 

B. Keri NXT-4D MSC 4 Door/8 Reader TCP/IP Controller.  

C. Keri NXT-RM3 Reader Interface Module. 

2.04 DOOR HARDWARE POWER SUPPLIES 

A. Door hardware power supplies to be furnished by division 8 door hardware. 

2.05 AUXILLARY POWER SUPPLY 

A. eFlow NAD Series Supply/Chargers with Multi-Output Access Power Controllers. 

2.06 DOOR POSITION SWITCHES (DPS) 

A. Flush Mount Door Position Switches - Acceptable Manufacturer: UTC Fire & Security 1078 
Series double-pole, double-throw door contact or equivalent.  Coordinate with the door frame 
specifications for color requirements 

B. Floor mount for roll up doors (if applicable) – GE Wide Gap Surface Mount 2500 Series or 
equal. 

2.07 REQUEST TO EXIT (RTE) 

A. RTE to be integrated with door hardware. 

B. Surface-mount RTEs are not be deployed without prior, written consent from the Owner. 

2.08 DOOR RELEASE BUTTON 

A. Acceptable manufacturer: United Security with momentary hold up button with screw terminals. 
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2.09 EMERGENCY ALARM / LOCKDOWN BUTTON 

A. Acceptable lock down button manufacturer: Amesco Husck 20 hold up button.  

2.10 LOCK BOX 

A. Acceptable manufacturer: Grainger - KIDDE Model 1015 or approved alternate. 

2.11 CARD READERS 

A. Acceptable manufacturer: HID iCLASS SE Readers. Example: Mobile Ready RP-40, RPK-40 or 
RP-15Readers 

B. Coordinate with Owner for exact reader type. 

2.12 CREDENTIALS 

A. HID iCLASS Contactless Smart Card. 

B. Credentials are not required for this project. 

2.13 PRINTER / BADGING STATIONS 

A. Printer or badging stations are not required for this project. 

2.14 MISCELLANEOUS EQUIPMENT 

A. The Contractor shall provide any necessary Velcro, clamps, j-hooks, and support hardware, 
etc., necessary to facilitate the installation of any component in the system. 

2.15 DATA TRANSMISSION WIRING 

A. Cable: Category 6A UTP cable. Refer to 271000. 

B. PoE Extender (If required for devices outside of TIA wiring distance limitations) 

1. CommScope PoE Extender 2-Port 
2. CommScope hybrid power/fiber cable. Conductor size based on length of cable and 

power requirements of the cameras. 
3. Power supplies as required. 

2.16 INPUT/OUTPUT MODULES 

A. Keri Systems NXT 4x4 
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PART 3 - EXECUTION 

3.01 INSTALLATION 

A. Components of the system will be installed in a neat, professional manner. 

B. Wiring color codes will be strictly observed and terminations will be uniform throughout the 
system. 

C. Identification markings and systems will be uniform. 

D. Control Cables and Pathways: 
1. The Contractor will connect all RTE devices, door position switches and card readers to 

the system by use of directly wired devices as indicated in the drawings and door 
hardware specifications.  

2. The security contractor shall be responsible for providing and installing all additional 
wiring for connecting door position switches, surface mounted request to exit devices, 
strikes, latch retraction and other devices shown in the plans and specifications.  

3. Pair counts and wire gauge must meet the approved manufacturer’s specifications based 
upon the distances and power level required. Cables will be installed for a non-plenum 
environment. 

4. Nylon tie wraps are not permitted at any time on this project. All pathway areas shall be 
secured by the Contractor with Velcro tie wraps to secure cable bundles.  
a. Nylon tie wraps are permitted inside any panel location to dress in the cabling. 

Trim off all excess wraps as needed.  
5. Conduit pathways shall be provided and installed by an electrical contractor in all newly 

constructed door frames shown on the drawings. 
a. The Owner shall not allow any exposed wiring below the ceiling or in open ceiling 

spaces such as gymnasiums, shops or open spaces in architectural ceiling 
designs. No exceptions.  

6. All cabling installed above the ceiling will be supported with contractor installed j-hooks 
secured to the building structural steel, walls, or by dedicated all thread rods or dedicated 
grid wire. Contractor will not share pathways with any other trade. No exceptions. 

7. Contractor will not secure J-hooks to the ceiling grid wire for any reason. Grid wire may 
be used to support independent J-hooks providing it is properly secured to the building 
structure. J-hooks will be spaced 48” - 60” apart.  

8. Cable pathways will not touch or rest or be secured to ducts, pipes, or other utilities found 
in the overhead ceiling. Pathways not conforming to these requirements will be replaced 
or repaired by the Contractor immediately at the consultant’s discretion. 

9. Any cables showing signs of excessive bending or mishandling that result in damage to 
the cable jacket will be replaced at Contractor’s cost.  

10. The Contractor will use their own sleeves as needed to penetrate any walls and will fire 
stop the sleeves to meet all applicable codes. It will be the Contractor’s responsibility to 
plan for any such penetrations. Wiring run through any penetration without a proper 
sleeve will be removed and replaced at the Contractor’s expense. All sleeves shall 
require white plastic bushings on each end of the sleeve. Contractors installing cabling in 
conduit sleeves without bushings shall replace the entire pathway. Split bushings shall 
not be accepted for any reason. 

E. Access Control Panels 

1. Contractor will size out the appropriate control panels approved by RS2 to accept the 
number of card readers, programmed doors, and all inputs shown on the drawings. This 
system will connect to an existing access control server.  

2. Contractor will provide and install the access control panels in the locations shown.  



  FORT SMITH PUBLIC SCHOOLS   

 ACCESS CONTROL 281300 - 14 
 

 

a. Contractor will coordinate with the Owner on obtaining the proper IP addresses for 
the panels and controllers.  

3. The Contractor will provide and install a dedicated power supply for all panel locations. 
Coordinate with the electrical contractor on the hard wiring of the power supply. The use 
of power cords for power supplies is not permitted.  

4. All access control panels will be installed on new plywood backboards provided and 
installed by the Div. 27 0000 contractor.  
a. Contractors who place the panel in locations not approved on the contract 

documents or by written authorization from the consultant will be required to move 
the panel to the approved location. Such a move will be performed at the 
Contractor’s cost.  

5. A dedicated data drop shall be provided above ceiling from the panel location by the Div. 
27 0000 contractor. Access control shall provide and install a conduit pathway from the 
top of the panel up to the ceiling space located directly above the panel for the patch 
cable pathway.  Provide and install a white plastic bushing on the end of all conduits used 
for this connection. 
a. The patch cable shall be provided by the Div. 27 0000 contractor and the security 

contractor shall connect the patch cable from the faceplate above the ceiling to the 
panel.   

6. All access control panels shall have an 8 ½ x 11 laminated layout that has the following 
information placed inside or adjacent to the panel location.  Contractor shall provide a 
mock-up of this document prior to deploying it inside the control panels.  
a. In the upper left corner of the layout provide the name of the installing company, 

phone number and state security license number (if applicable) 
b. In the upper right corner of the page provide the Name of the campus, the MDF or 

IDF room location.   
c. IP Address of the panel will be placed under the MDF / IDF room I.D., provide the 

subnet mask beneath the IP address. 
d. Place the gateway IP address information below the subnet mask 
e. Place the service contract information (contact and phone number or just phone 

number will be acceptable)  
f. Beneath the common information provide a line diagram showing each blade 

location and the name of the device attached to each input on each card.  
g. All wiring shall be neatly dressed to each device input location and labeled within 

1” of the termination at the input. Wiring includes all devices and the wiring 
bringing in the power for the power supply. 

h. Wire all tamper switches on each control panel door back into the system.  
i. Label the battery and power supply location with the name of the campus, the 

MDF or IDF room location (MDF, IDF A etc) and the date in which the battery was 
installed. Labels shall consist of white backgrounds with black letters with a large 
font. Machine generated adhesive labels only. Nothing handwritten shall be 
acceptable. 

F. Door Hardware 

1. Reference the door hardware specifications for the door hardware and door power supply 
information. The hardware contractor will provide the door power supplies for the new 
electronic latch retraction doors. Reference the door hardware specifications for any 
information regarding the power supplies or door hardware.  

2. The Contractor will wire / connect the power supply to both the power source and to the 
door hardware via the EPT transfer hinge as recommended in the door hardware 
specifications.  

3. Contractor will review the door hardware specifications to ensure there are no support 
issues with the door power supplies and the access control system.  
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4. Contractor shall review the door hardware schedule and compare all device locations on 
the plans with the schedule. Report any conflicts to the Architect immediately. The 
drawings shall take precedence over any discrepancies concerning card reader locations. 

G. Door Hardware Power Supplies 

1. The hardware system will incorporate a series of electronic locks and electronic latch 
retraction devices. The Contractor shall provide and install power supplies to support the 
specific door hardware from a centralized location if possible. If the specified door 
hardware requires the use of dedicated power supplies that must remain local to the 
door, then the Contractor will be responsible for ensuring all necessary electrical power is 
provided to support the particular device. Reference the door hardware specifications for 
all door hardware and subsequent power supply requirements. 

2. The Contractor shall be responsible for sizing the wire gauge to carry the proper amount 
of power from the power supply to the door and will connect the wiring to the door 
hardware.  

3. Contractor installed cable pathways shall comply with the items listed in section 2.2 of 
this specification. 

H. Auxiliary Power Supply 

1. Provide as required auxiliary power supply(s) and battery backup, U.L. Listed and labeled 
for access control systems. 

2. Provide low battery reporting as part of the access control system programming.  
Standby battery operation time shall equal, or exceed, the standby operation time of the 
main panel; in any case, provide a minimum of 12 amp hours battery backup. 

3. Provide a U.L. Listed cabinet suitable for surface mounting.  The cabinet and front shall 
be corrosion protected, given a rust-resistant prime coat, and a painted standard finish.  
The back box and door shall be constructed of 0.060" minimum steel with provisions for 
electrical conduit connections into the sides and top.  The cabinet shall provide storage 
for backup batteries.  The door shall provide a key lock to access system components, 
key alike with main panel.  The cabinet shall be attack resistant and fitted with front and 
back tamper switches.  All components shall be securely mounted and all cable routed 
and tie wrapped in a neat, professional manner.  

4. All cables will route via conduit pathways connecting the main power supply to the main 
panel location. Placement of the conduit pathway is the responsibility of the access 
control contractor.  

5. The Contractor shall provide power through a 120 VAC, 20-ampere breaker from spares 
scheduled in the nearest panel. New wiring shall meet non-plenum conditions, be sized 
to provide the power required for the supply and be installed in conduit.  

6. All electrical wiring shall be installed on terminal strips – no wire nuts or caps are 
permitted at any time inside the panel. 

7. Manufacturer/Model:  Provide Altronix power supplies or approved equivalent.  
8. Label the location of the circuit and electrical panel supporting the power supply inside 

the power supply cabinet and inside the access control cabinet. 
9. Reference the door hardware specifications for the door hardware and door power supply 

information. The hardware contractor will provide the door power supplies for the new 
electronic latch retraction doors. Reference the door hardware specifications for any 
information regarding the power supplies or door hardware.  

10. The Contractor will wire / connect the power supply to both the power source and to the 
door hardware via the EPT transfer hinge as recommended in the door hardware 
specifications.  

11. Contractor will review the door hardware specifications to ensure there are no support 
issues with the door power supplies and the access control system.  
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12. Contractor shall review the door hardware schedule and compare all device locations on 
the plans with the schedule. Report any conflicts to the Architect immediately. The 
drawings shall take precedence over any discrepancies concerning card reader locations. 

I. Door Position Switches (DPS) 

1. Reference drawings for door position switch locations. Use flush mounted door contacts 
positioned in the top of each door for all new door locations as indicated on the drawings.  

2. The devices will be programmed to show door open, closed and door ajar or held open 
alarm events. See the programming section for the time delay to be programmed for all 
hold open alarm events.  

3. Roll up exterior doors (if applicable) in all areas of the building will require surface 
mounted contacts provided and installed by the access control contractor. Reference the 
drawings for these door locations.  

J. Request to Exit (RTE) 

1. All exterior doors leading out from occupied areas of the building shall be equipped with 
request to exit devices. Reference the door hardware schedule for the type of RTE 
device that will be used for the door location. The door hardware contractor shall install 
the door panic hardware with the RTE switch installed. The access control contractor 
shall connect the RTE to the EPT and then into the access control system. 

2. Coordinate with the door hardware contractor and electrical contractor prior to hardware 
installation. 

K. Door Release Button 

1. Contractor shall provide and install surface mounted hold up buttons located at the 
locations shown at each campus to control select doors in the facility. Reference the 
drawings for button locations and the doors that will be controlled. Most campuses will be 
equipped with more than one button.  

2. This same function will also be programmed into the software allowing the receptionist to 
click on the door and release it.  

3. Depressing the button should display in the system as an authorized unlock event. The 
activity log shall record the event and display it as a release by receptionist.  

L. Emergency Alarm/Lockdown Button 

1. Contractor will provide and install emergency alarm buttons at the receptionist area at the 
campus. Coordinate final location with Owner prior to installation.  

2. When the button is activated, the system shall secure all doors on the campus, including 
doors that are in a scheduled unlock period.  

3. All campus card readers shall be disabled during the lockdown period. The system shall 
only allow entry to those with a pre-determined clearance filter level. I.E. Knox box cards, 
SRO personnel or other first responders. The Owner shall program these particular 
credentials.  

4. All campus card readers shall be enabled with a credential door unlock feature (double 
swipe). 

5. Upon activation and reset of the button the system shall send an email and text message 
to select personnel.  
a. Coordinate with the Owner on exact wording for these messages.  
b. Coordinate with the Owner on the list of personnel who shall be authorized to 

receive the messages.  
c. The message will include the specific name of the campus in which the button was 

pressed or reset. 
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6. The Contractor shall provide two (2) keys with each device and deliver one key to the 
Owner through the transmittal process.  The second key shall be placed in the campus 
lock box as specified below. 

M. Lock Box 

1. The Contractor shall provide and install a secured lock box for the purpose of securing 
one of the two keys used to reset the lock down button. 

2. The box shall be surface mounted to a location selected by the Owner. Do not coordinate 
with any other campus staff. 

N. Card Readers 

1. Readers shall be equipped with pigtail terminations. 
2. Reader shall fit a single gang back box for mounting to walls or other exterior surfaces. 
3. Readers will not require a keypad.  
4. The Contractor shall use new conduits and back boxes provided and installed by the 

electrical contractor at each reader location. Reference drawing for all reader locations.  
5. The security Contractor shall seal all exterior mounted reader locations with a clear UV 

resistant sealant to prevent insect or water damage.  
6. Wiring shall be routed to the nearest access control panel in a contractor provided 

pathway. 

O. Primary Server Database and Programming Requirements 

1. Include all licensing requirements or fees for all device components added to the existing 
system.  

2. Programing all new device, panel and controller locations into the new system.  
a. Program each panel and program into the network.  

1) All necessary IP addresses and VLAN configuration will be provided by the 
Owner’s technology department. 

b. Contractor Programing 
1) All inputs, outputs, card readers, locks, card reader groups, portal group’s 

access levels shall be set in coordination with the Owner.  
a) During network outages, readers must remain operational to allow 

authorized credential entry. 
b) During lock down of the access control system, reader functionality 

shall be disabled except for local, credentialed, emergency 
responders. Functionality shall be restored at the conclusion of the 
lock down period. 

2) Integration with Active Directory – coordinate with the Owner prior to start of 
work.  

3) Load all staff data into the data base as directed by the Owner.  
4) Lock down buttons shall be programmed as per item 2.11.  
5) Program cameras associated with the monitored doors to provide video of 

the alarmed door. Reference the drawings for the camera to door 
relationships. 

6) The Contractor shall partition each campus so that the schedules and 
activities of one campus are not visible by another.  

c. Owner Programming 
1) Time schedule and time schedule group’s  

d. Floor Map icons will be programmed in such a way as to identify the following 
conditions at each monitored door: 
1) Forced door 
2) Door held open alarm generated after 30 seconds. 
3) Controller status 
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e. Floor map icons shall provide the following functionality: 
1) Unlock/lock door 
2) View history on a door 
3) Program future unlock events on a door 

3. It will be the responsibility of the access control Contractor to obtain the electronic copies 
of the floor plans from the Architect through the General Contractor for the creation of the 
campus map.   
a. Campus floor plans shall be created for each facility and shall show the following.  

1) All door numbers according to the Owner’s door numbering protocol 
2) Controller location 
3) Controller status 
4) All monitored door location statuses.  

a) Door closed 
b) Door open 
c) Door alarm event 

P. Special Requirements for Cable Routing and Installation 

1. Cabling 
a. All cabling used throughout this project will comply with the requirements as 

outlined in the National Electric Code (NEC) Articles 725, 760, 770, and 800 and 
the appropriate local codes. 

b. All copper cabling will bear the appropriate markings for the environment in which 
they are installed.  

2. Fire Stopping 
a. Fire stopping equipment and practices will comply with applicable national and 

local codes. 
b. Sealing of openings between floors, through rated fire and smoke walls, existing or 

created by the Contractor for cable pass through will be the responsibility of the 
Contractor. 

c. Sealing material and application of this material will be accomplished in such a 
manner which is acceptable to the local fire and building authorities having 
jurisdiction over this work. 

d. Creation of such openings required for cable passage between locations as shown 
on the drawings will be the responsibility of the Contractor. 

e. Any openings created by or for the Contractor and left unused will be sealed as 
part of the contractor’s scope. 

3. Contractor Responsibility 
a. The Contractor will be responsible for damage to any surfaces or work disrupted 

because of this work. Repair of surfaces, including painting, will be included as 
necessary. 

b. The Contractor will rectify damaged caused at the Contractor’s sole expense. 

Q. Labeling 

1. System components and wiring shall be comprehensively labeled.  
a. All labels shall be machine generated. 
b. Handwritten labels are not acceptable. 

3.02 TESTING WARRANTY SERVICES 

A. A factory-trained representative of the manufacturer shall supervise the final connections and 
testing of the system and it shall be subject to the final acceptance of the Architect/Engineer 
and Owner. 
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B. Prior to the final acceptance and commissioning process the access control Contractor shall 
make a thorough inspection of all device locations to insure the following: 

1. Confirm all devices are properly located and connected as per the technology drawings, 
construction specification documents and manufacturer’s best practices or installation 
instructions for a complete and functional system.  

2. Wiring is properly labeled and terminated inside the control panels and at all door 
locations.  

3. All door hardware is properly installed with manufacturer provided fasteners.  
4. If the Contractor fails to properly correct all identified issues following the first site visit the 

Contractor will be allowed a final opportunity to bring all noted discrepancies into 
compliance. Failure to do so will result in the consultant billing the Contractor for the 
elapsed time required for the consultant to drive from the office of record to the job site 
and return. In addition to the time the consultant will also bill the Contractor for mileage 
spent driving from the office of record to the job site and return. 

3.03 ON SITE TECHNICAL SUPPORT 

A. The Contractor shall provide a manufacturer certified technician who will accompany the Owner 
and their consultant during all final acceptance and commissioning inspections.  

B. On site personnel providing technical support shall: 

1. Be certified by the manufacturer in the installation and programming of the access control 
system. 

2. Have thorough and in-depth knowledge of the system and materials that were used as 
well as have direct project experience.  

3. Be skilled in all use of equipment and materials used under the contract. 
4. Be competent to troubleshoot and fix problems associated with Contractor provided 

materials and software. 

3.04 FINAL ACCEPTANCE 

A. The integrator will perform on-going reviews of all work for compliance with the contract 
documents with a representative from the Owner. All work will be performed in a high quality 
manner and the overall appearance will be clean, neat and orderly. 

B. The following is a partial list of items that will be examined and will comply satisfactorily in all 
instances during the final acceptance process. 

1. Do all cable pathway methods and materials meet the Owner’s established pathway 
standards as well as EIA/TIA-569 and 862? 

2. Are all pathway penetrations properly fire stopped?  
3. Is all labeling inside the control panels machine generated and properly applied to all 

areas inside the panel? 
4. Are floor plans properly programmed into the system and display the location of all 

installed devices, door locations and properly report all door alarm events, door status, 
motion alarms and other reader locations as requested? 

5. Verify the basic function of all card reader locations including the ability to unlock doors 
via the HID Mobile and to unlock a door with a double swipe of the credential. 

6. Confirm the successful operation of the alarm buttons located in the admin areas. During 
the lock down the following systems will be reviewed. 
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a. Verify all programmed doors are properly secured. 
b. Verify the Knox box and other emergency personnel cards function as per the 

specifications. 
c. Verify other cards programmed for staff will not work. 
d. Verify messages have been sent to the proper personnel depending on the time of 

day the system is tested.  

7. Verify all RTE devices are operational and functioning within the system. Motion along 
the exterior of windows or doors should not be detected by the device.  

8. Verify surveillance system has been integrated and cameras are responding to events. 
9. Have all record drawings and deliverables been transmitted to the Owner and verified in 

the field by the Contractor in the presence of the project manager? 

 

END OF SECTION 281300 


	PART 1 -  GENERAL
	1.01 SECTION INCLUDES
	A. The access control systems installed, and work performed under this division of the specifications shall include but not necessarily be limited to the following:
	1. Control Cables and Pathways
	2. Access Control Panels
	3. Door Hardware Power Supplies
	4. Auxiliary Power Supplies
	5. Door Position Switches
	6. Request-To-Exit Devices
	7. Door Release Buttons
	8. Emergency Lockdown Buttons
	9. Lock Boxes
	10. Card readers
	11. Credentials
	12. Printer/Badging Stations
	13. Miscellaneous Equipment
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	B. The work to be done under this section of the specifications shall include the furnishing of labor, material, equipment and tools required for the complete installation of the work indicated on the drawings or as specified herein. All work to be co...

	1.02 RELATED SECTIONS
	A. Drawings and general provisions of the Contract, including General and Supplementary Conditions and Division 01 Specification Sections, apply to this Section.
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	D. Section 27 0500 Common Work Results for Communications
	E. Section 27 1000 Structured Cabling
	F. Section 28 2300 Video Surveillance Systems
	G. Section 28 3100 Intrusion Detection Systems

	1.03 REFERENCES
	A. Specifications, Standards and Codes: All work shall be in accordance with the current editions of the following:
	1. The National Electrical Code (NFPA 70)
	2. American National Standards Institute (ANSI)
	3. National Electrical Manufacturers Association (NEMA)
	4. Telecommunications Industries Association (TIA) ANSI-TIA 568, 569, 606, 607
	5. Telecommunications Industries Association (TIA) TIA-862 BAS Cabling.
	6. Building Industry Consulting Service International (BICSI) Telecommunications Distribution Methods Manual (TDMM)
	7. BICSI Information Technology Systems Installation Methods Manual (ITSIMM)
	8. International Standards Organization/International Electro Technical Commission (ISO/IEC) DIS 11801
	9. Institute of Electrical & Electronics Designers (IEEE)
	10. Underwriters Laboratories (UL)
	11. American Standards Association (ASA)
	12. Federal Communications Commission (FCC)
	13. Occupational Safety and Health Administration (OSHA)
	14. American Society of Testing Material (ASTM)
	15. Americans with Disabilities Act (ADA)
	16. Local city and county ordinances governing electrical work.
	17. In the event of conflicts, the more stringent provisions shall apply.

	B. Manufacturers hardening guide(s) – Latest edition.

	1.04 DEFINITIONS
	A. Terms: The following definitions of terms supplement those of the general requirements and are applicable to Division 28 – Access Control:
	B. Provide: As used herein shall mean "furnish, install, label and test (if applicable) complete."
	F. Owner: Fort Smith Public Schools
	G. A/E: Architect, engineer, consultant and/or other members of the design team.

	1.05 PERFORMANCE REQUIREMENTS
	A. The following is a summary of the Contractor’s responsibilities and requirements. The following does not preclude other Contractor responsibilities and requirements listed in this specification.
	B. The Contractor shall review the Contract Documents and field conditions prior to the work.
	C. The Owner makes no representations as to the accuracy or completeness of the site information furnished to the Contractor by the Owner and does not expressly or impliedly warrant same and is not responsible for any interpretations or conclusions re...
	D. The Contractor is responsible for having visited each site and for having ascertained pertinent local conditions such as location, accessibility, and character of the site or building, the character and extent of existing work within and adjacent t...
	E. The Contractor shall take field measurements and verify field conditions and shall carefully compare such field measurements and conditions and other information known to the Contractor with the Contract Documents before commencing activities. Erro...
	F. If in the performance of the Contract, subsurface, latent, or concealed conditions at the site are found to be materially different from the information included in the Contract Documents, or if unknown conditions of an unusual nature are disclosed...
	G. Before submitting its proposal to the Owner, and continuously after execution of the Contract, the Contractor shall carefully study and compare the contract document and shall at once report to the Owner representative any error, inconsistency or o...
	H. The Contractor shall perform the work in accordance with the Contract Documents and submittals.
	I. The Contractor shall arrange for the securing of any and all necessary permits and pay for same. The Contractor shall verify with the local city and/or municipality for any permits that may be required in this Work. The Contractor shall arrange for...
	J. The Contractor shall provide and pay for all materials, supplies, machinery, equipment, tools, superintendence, labor, services, insurance, and all water, fuel, transportation, and other facilities necessary for the execution and completion of the ...
	K. Unless otherwise specifically provided in this Contract, all equipment, material, and articles incorporated in the work covered by this Contract are to be new and of the most suitable grade for the purpose intended.
	L. All work under this Contract shall be performed in a skillful and professional manner. The Contractor agrees to employ only orderly and competent employees, skillful in the performance of the type of work required under this contract; and agrees th...
	M. Materials or work described in words, which so applied, shall have a well-known technical or trade meaning and shall be held to refer to such recognized standards. Neither custom nor usage of trade shall require the Owner to accept materials or wor...

	1.06 DRAWINGS
	A. Drawings are generally diagrammatic and show the arrangement and location of pathways, outlets, support structures and equipment. The Contractor shall carefully investigate the structural and finish conditions affecting his work and arrange his wor...
	B. Where exact locations are required by equipment for stubbing-up and terminating conduit concealed in floor slabs, the Contractor shall request shop drawings, equipment location drawings, foundation drawings, and any other data required by him to lo...
	C. Materials, equipment or labor not indicated but which can be reasonably inferred to be necessary for a complete installation shall be provided. Drawings and specifications do not undertake to indicate every item of material, equipment, or labor req...
	D. The right is reserved to make reasonable changes in locations of equipment indicated on drawings prior to rough in without increase in contract cost.
	E. The Contractor shall not reduce the size or number of conduit runs indicated on the drawings without the written approval of the A/E.
	F. Any work installed contrary to contract drawings shall be subject to change as directed by the A/E, and no extra compensation will be allowed for making these changes.
	G. The location of equipment, support structures, outlets, and similar devices shown on the drawings are approximate only. Do not scale drawings. Obtain layout dimensions for equipment from architectural plans unless indicated on communications plans.
	H. Schematic diagrams shown on the drawings indicate the required functions only. The technology of a manufacturer may be used to accomplish the functions indicated without exact adherence to the schematic drawings shown. Additional labor and material...
	I. Verify the ceiling type, ceiling suspension systems, and clearance above hung ceilings prior to ordering cabling and associated hardware. Notify the A/E of any discrepancies.
	J. Review all architectural drawings for modular furniture.
	K. Portions of these drawings and specifications are abbreviated and may include incomplete sentences. Omissions of words or phrases such as "the Contractor shall," "shall be," "as indicated on the drawings," "In accordance with," "a," "the" and "all ...

	1.07 ACTION SUBMITTALS
	A. Provide product data cut sheets for all listed products in section two of this specification as per Section 01 3000 with the following provisions:
	1. Provide electronic copies in PDF format.
	2. Shop drawings are required for the submittal package and will contain the following information:
	a. Indicate the location of each device as it appears inside the building. Devices shall include all cable pathways, door contacts, access control panels, request to exit devices and other devices associated with the access control system.
	b. Each device shall be labeled as per the direction of the Owner’s Representative.
	c. All door locations shall be numbered to match the current door numbers at the client facilities today. Do not use the architectural door numbers. Coordinate with the Owner on door number locations.
	d. Provide panel elevation details indicating the location and quantity of all panels that will be required in the project on a per campus basis.
	e. Line diagram drawings indicating the connecting points on the panel for all devices. This will include the door controllers, DPS, RTE, alarm buttons, and door release buttons including the provided AiPhone systems.

	3. Provide manufacturer cut sheets for each piece of equipment specified. Include the manufacturer name, model number and description of each listed component.
	a. If the data sheet includes multiple part numbers or models the bidding contractor will indicate which model is being submitted by marking the appropriate model number with an “X” or an arrow.

	4. Provide a complete cost breakdown for each campus including all materials and labor associated with this project including item name, manufacturer, model, quantity and labor hours and costs associated with each item.
	5. Provide a copy of current manufacturers certifications for the company and for all personnel who will provide services on this project.
	6. No portion of the work shall commence or equipment ordered until the Owner’s Representative and Owner have approved the submittals.


	1.08 INFORMATIONAL SUBMITTALS
	A. Field quality-control reports.
	B. Product Warranty: Sample of special warranty.

	1.09 CLOSEOUT SUBMITTALS
	A. Closeout Submittals will be submitted under this section with the following provisions.
	1. Maintenance Data:  Include manufacturers’ operating instructions, original copies of all software, recommended maintenance required and maintenance intervals.
	2. A complete parts list.
	3. A spreadsheet containing the following information about the access control system:
	a. Panel Name (Coordinate with Owner’s Representative)
	b. IP Address assigned to each panel (Obtained from Owner’s Representative)
	c. MDF or IDF room that the panel originates in as per the design documents.
	d. Port number of the patch panel the panel is connected to.
	e. Port number of the switch the panel is connected to. (Obtained in coordination with Owner’s Representative)

	4. Record drawings shall show the following:
	a. Update the original submittals of the floor plans. Relocate any device that may have been moved or altered during the life span of the project. Devices shall include all cable pathways, door contacts, access control panels, request to exit devices ...
	b. Each device shall be labeled as per the direction of the Owner’s Representative.
	c. All door locations shall be numbered to match the current door numbers at the client facilities.  Do not use the architectural door numbers. Coordinate with the Owner’s Representative on door number locations.
	d. Provide panel elevation details indicating the location and quantity of all panels that were installed as part of this contract.
	e. Update the line diagram drawings provided during the submittal phase that indicated device locations back to the panel. This will include any changes to the door controllers, DPS, RTE, alarm buttons, and door release buttons.
	f. Title blocks used on all drawings will be that of the Contractor and shall include the following:
	1) Company name,
	2) Company address and phone number for service.
	3) Date on the drawings will match the date of final acceptance for warranty purposes.


	5. Drawing documentation will be in the following format:
	a. Two (2) electronic copies on USB flash drives.
	1) Drawings will be in both CAD (DWG) and PDF format and the Contractor will include all files on each drive.
	2) Provide all drawings in black and white. Do not provide electronic drawings in color.


	6. Drawings shall be provided to the consultant for review and on-site acceptance prior to the Owner’s final acceptance of the project.
	a. The drawings will be reviewed on site with the consultant and the Owner prior to the final acceptance process. Drawings rejected for any reason will delay the final acceptance process until resolved.

	7.  A completed record drawing will be required for use during the final acceptance process of the construction project. Failure to produce the record drawing during this process will result in a delay in the final acceptance to the Owner.


	1.10 QUALITY ASSURANCE
	A. Cable installation; refer to Division 27 for all network cabling requirements.
	B. Contractor
	1. Contractor is defined as an employer of workers trained and approved by manufacturer.
	2. The Contractor will utilize the authorized manufacturer components and distribution channels in provisioning this project. Contractors must be prepared to submit authorized manufacturer factory training certificates.
	3. The Contractor shall have a minimum of three (3) years of recent experience with the proposed manufacturer’s products.
	4. Contractor shall have a minimum of five (5) years’ experience with the design, programming, installation and project management of access and control systems.
	5. The Contractor shall provide current security installation/maintenance license from the state or other jurisdiction(s) if required by the Owner and/or local AHJ.
	6. The Contractor shall have adequately trained personnel in the usage of such tools and equipment and shall provide a quantity of certified technicians as part of their submittal response.
	7. The Contractor must have previously established offices located within sixty (60) miles of the Owner’s administration building.
	8. The Contractor shall not have any grievances or complaints of record regarding workmanship, code compliance or service response. A contractor that has any prior finding(s) of a license violation or has any litigation in process is unacceptable.
	9. The Owner reserves the right to reject bid of any bidder who has previously failed to perform properly, or complete on time, contracts of a similar nature.

	C. No portion of this project shall be performed by subcontractors, unless approved by Owner  or Owner’s Representative.
	D. Unqualified bidders may not partner with a qualified bidder for any reason without pre-approval from the Owner.
	E. The Contractor shall coordinate communications work with that of other sections as required ensuring that the entire communications work will be carried out in an orderly, complete and coordinated fashion.

	1.11 DELIVERY, STORAGE AND HANDLING
	A. Comply with requirements of the delivery storage and handling specification sections in the project specification book, if applicable.
	B. Deliver materials in manufacturer's original, unopened, undamaged containers with identification labels intact.
	C. Store materials protected from exposure to harmful environmental conditions and at temperature conditions recommended by manufacturer.
	D. Handle products and systems in accordance with manufacturer's instructions.
	E. Contractor is required to remove all empty containers and other trash associated with the system. This includes all packaging, excess cable and other materials that hold no value to the Owner.

	1.12 PROJECT CONDITIONS
	A. The Contractor shall review contractor documents and field conditions prior to the work.
	B. Comply with requirements of referenced standards and recommendations of material manufacturers for environmental conditions before, during, and after installation.
	C. Do not begin installation until instructed to perform by the Owner or Owner’s Representative.
	D. While on campus or on any land owned by the Owner all contractors will comply with Owner policies concerning alcohol, tobacco and firearms as well as any other Owner policy governing dress, behavior etc.
	E. Coordinate with the Owner in obtaining all the required IP addresses and any other network configuration or standards information, including cyber security, required by the Owner for deployment of devices or servers to Owner’s network.
	F. The Owner makes no representations as to the accuracy or completeness of the site information furnished to the Contractor by the Owner and does not expressly or impliedly warrant same and is not responsible for any interpretations or conclusions re...
	G. The Contractor is responsible for having visited the site and ascertained pertinent local conditions such as location, accessibility, and character of the site or building, the character and extent of existing work within and adjacent to the site, ...
	H. The Contractor shall take field measurements and verify field conditions and shall carefully compare such field measurements and conditions and other information known to the Contractor with the contract documents before commencing activities. Erro...
	I. If in the performance of the contract, subsurface, latent, or concealed conditions at the site are found to be materially different from the information included in this specification and related drawings, or if unknown conditions of an unusual nat...
	J. Before submitting its proposal to the Owner, and continuously after execution of the contract, the Contractor shall carefully study and compare this specification and shall at once report to the Owner any error, inconsistency or omission the Contra...
	K. Prior to submitting bids of the project, visit the site of the work to become aware of existing conditions that may affect the cost of the project. Where work under this project requires extension, relocation, reconnections or modifications to exis...

	1.13 WARRANTY AND MAINTENANCE AGREEMENTS
	A. The Contractor warrants to the Owner that all materials and equipment furnished under the contract documents will be new unless otherwise specified, and that all work will be of good quality, free from faults and defects and in conformance with the...
	B. The Contractor warrants the installation of all devices for a period of one full calendar year from the date of final acceptance of the entire project.
	C. All materials used in this project will carry a manufacturer warranty as follows:
	1. Door Hardware – 3 years from date of final acceptance
	2. Servers – 5 years on all parts and labor from date of final acceptance
	3. Software maintenance agreement for a period of 5 years that will include the following:
	a. Contractor will include all necessary renewal fees based on the installed configuration for five additional years of maintenance coverage starting one year from the date of final acceptance.
	b. The agreement will begin on the Owner approved substantial completion date and not at the date of purchase by the integrator


	D. Contractor shall assign, to Owner, all warranties and guarantees from or rights against any manufacturer, supplier or distributor of equipment, fixtures and other material installed in or incorporated in the work at the time of Acceptance by Owner.
	E. The warranty binds the Contractor to correct any work that does not conform to the contract documents or any defects in workmanship or materials furnished under this contract which may be discovered within the warranty period. The Contractor shall,...
	F. All recall notices occurring during the manufacturer’s warranty period will automatically be forwarded to the Owner.
	G. All recall notices occurring after the expiration of the manufacturer’s warranty shall be forwarded to the Owner for a period of 2 years after the warranty expires.
	H. Contractor shall warrantee the repaired/replace item for one year from date of repair/replacement. This warranty shall cover parts, labor, travel and all other expenses.
	I. All replacement, installation, integration, maintenance and testing provided in conjunction with the warranty provisions of such contract will be provided at no additional cost to the Owner.
	J. The hardware and software components of the access control system will have a manufacturer’s warranty of 5 years from the approved final acceptance date.
	K. Warranty service shall be provided based upon the type of system failure:
	1. Major System Failure;
	a. Major system failures are defined as failures that prohibit the use of a typical system function in one or more instructional spaces or pose a life safety concern. Such failures are considered a major impact to the Owner.
	b. Contractor shall provide service correcting the impact within eight (8) hours after notification by Owner or Owner’s Representative and no later than the next business day if the notification falls after noon of the notification date.

	2. Minor System Failure;
	a. Minor system failures are defined as failures that do not inhibit typical system usage in an instructional space or pose no life safety concern.
	b. Contractor shall provide service within forty-eight (48) hours, after notification by Owner or Owner’s Representative.

	3. Owner reserves the right to make the final determination of major or minor system failures and the right to coordinate the best times for service of any system failure.
	4. If it becomes necessary for the Owner to contract out for warranty repairs, due to an inability or failure of the Contractor to perform such repairs, the Contractor shall reimburse the Owner for all invoices for parts, labor, materials, travel, per...



	PART 2 -  PRODUCTS
	2.01 MANUFACTURERS
	A. Manufacturers and model numbers shall not be substituted without specific notice in an addendum or other formal documentation process. Otherwise, where a specific manufacturer's product is indicated, products of other manufacturers listed as accept...
	B. The following manufacturer is the Owner-standard for the integrated video management system and access control:
	1. Access Control System manufacturer – Keri Systems.
	2. ACS Software - Keri Systems Doors.NET.


	2.02 CONTROL CABLES AND PATHWAYS
	A. Cables shall be rated for the environment in which they are installed.

	2.03 ACCESS CONTROL PANELS
	A. Keri NXT-2D MSC 2 Door/4 Reader TCP/IP Controller.
	B. Keri NXT-4D MSC 4 Door/8 Reader TCP/IP Controller.
	C. Keri NXT-RM3 Reader Interface Module.

	2.04 DOOR HARDWARE POWER SUPPLIES
	A. Door hardware power supplies to be furnished by division 8 door hardware.

	2.05 AUXILLARY POWER SUPPLY
	A. eFlow NAD Series Supply/Chargers with Multi-Output Access Power Controllers.

	2.06 DOOR POSITION SWITCHES (DPS)
	A. Flush Mount Door Position Switches - Acceptable Manufacturer: UTC Fire & Security 1078 Series double-pole, double-throw door contact or equivalent.  Coordinate with the door frame specifications for color requirements
	B. Floor mount for roll up doors (if applicable) – GE Wide Gap Surface Mount 2500 Series or equal.

	2.07 REQUEST TO EXIT (RTE)
	A. RTE to be integrated with door hardware.
	B. Surface-mount RTEs are not be deployed without prior, written consent from the Owner.

	2.08 DOOR RELEASE BUTTON
	A. Acceptable manufacturer: United Security with momentary hold up button with screw terminals.

	2.09 EMERGENCY ALARM / LOCKDOWN BUTTON
	A. Acceptable lock down button manufacturer: Amesco Husck 20 hold up button.

	2.10 LOCK BOX
	A. Acceptable manufacturer: Grainger - KIDDE Model 1015 or approved alternate.

	2.11 CARD READERS
	A. Acceptable manufacturer: HID iCLASS SE Readers. Example: Mobile Ready RP-40, RPK-40 or RP-15Readers
	B. Coordinate with Owner for exact reader type.

	2.12 CREDENTIALS
	A. HID iCLASS Contactless Smart Card.
	B. Credentials are not required for this project.

	2.13 PRINTER / BADGING STATIONS
	A. Printer or badging stations are not required for this project.

	2.14 MISCELLANEOUS EQUIPMENT
	A. The Contractor shall provide any necessary Velcro, clamps, j-hooks, and support hardware, etc., necessary to facilitate the installation of any component in the system.

	2.15 DATA TRANSMISSION WIRING
	A. Cable: Category 6A UTP cable. Refer to 271000.
	B. PoE Extender (If required for devices outside of TIA wiring distance limitations)
	1. CommScope PoE Extender 2-Port
	2. CommScope hybrid power/fiber cable. Conductor size based on length of cable and power requirements of the cameras.
	3. Power supplies as required.


	2.16 INPUT/OUTPUT MODULES
	A. Keri Systems NXT 4x4


	PART 3 -  EXECUTION
	3.01 INSTALLATION
	A. Components of the system will be installed in a neat, professional manner.
	B. Wiring color codes will be strictly observed and terminations will be uniform throughout the system.
	C. Identification markings and systems will be uniform.
	D. Control Cables and Pathways:
	1. The Contractor will connect all RTE devices, door position switches and card readers to the system by use of directly wired devices as indicated in the drawings and door hardware specifications.
	2. The security contractor shall be responsible for providing and installing all additional wiring for connecting door position switches, surface mounted request to exit devices, strikes, latch retraction and other devices shown in the plans and speci...
	3. Pair counts and wire gauge must meet the approved manufacturer’s specifications based upon the distances and power level required. Cables will be installed for a non-plenum environment.
	4. Nylon tie wraps are not permitted at any time on this project. All pathway areas shall be secured by the Contractor with Velcro tie wraps to secure cable bundles.
	a. Nylon tie wraps are permitted inside any panel location to dress in the cabling. Trim off all excess wraps as needed.

	5. Conduit pathways shall be provided and installed by an electrical contractor in all newly constructed door frames shown on the drawings.
	a. The Owner shall not allow any exposed wiring below the ceiling or in open ceiling spaces such as gymnasiums, shops or open spaces in architectural ceiling designs. No exceptions.

	6. All cabling installed above the ceiling will be supported with contractor installed j-hooks secured to the building structural steel, walls, or by dedicated all thread rods or dedicated grid wire. Contractor will not share pathways with any other t...
	7. Contractor will not secure J-hooks to the ceiling grid wire for any reason. Grid wire may be used to support independent J-hooks providing it is properly secured to the building structure. J-hooks will be spaced 48” - 60” apart.
	8. Cable pathways will not touch or rest or be secured to ducts, pipes, or other utilities found in the overhead ceiling. Pathways not conforming to these requirements will be replaced or repaired by the Contractor immediately at the consultant’s disc...
	9. Any cables showing signs of excessive bending or mishandling that result in damage to the cable jacket will be replaced at Contractor’s cost.
	10. The Contractor will use their own sleeves as needed to penetrate any walls and will fire stop the sleeves to meet all applicable codes. It will be the Contractor’s responsibility to plan for any such penetrations. Wiring run through any penetratio...

	E. Access Control Panels
	1. Contractor will size out the appropriate control panels approved by RS2 to accept the number of card readers, programmed doors, and all inputs shown on the drawings. This system will connect to an existing access control server.
	2. Contractor will provide and install the access control panels in the locations shown.
	a. Contractor will coordinate with the Owner on obtaining the proper IP addresses for the panels and controllers.

	3. The Contractor will provide and install a dedicated power supply for all panel locations. Coordinate with the electrical contractor on the hard wiring of the power supply. The use of power cords for power supplies is not permitted.
	4. All access control panels will be installed on new plywood backboards provided and installed by the Div. 27 0000 contractor.
	a. Contractors who place the panel in locations not approved on the contract documents or by written authorization from the consultant will be required to move the panel to the approved location. Such a move will be performed at the Contractor’s cost.

	5. A dedicated data drop shall be provided above ceiling from the panel location by the Div. 27 0000 contractor. Access control shall provide and install a conduit pathway from the top of the panel up to the ceiling space located directly above the pa...
	a. The patch cable shall be provided by the Div. 27 0000 contractor and the security contractor shall connect the patch cable from the faceplate above the ceiling to the panel.

	6. All access control panels shall have an 8 ½ x 11 laminated layout that has the following information placed inside or adjacent to the panel location.  Contractor shall provide a mock-up of this document prior to deploying it inside the control pane...
	a. In the upper left corner of the layout provide the name of the installing company, phone number and state security license number (if applicable)
	b. In the upper right corner of the page provide the Name of the campus, the MDF or IDF room location.
	c. IP Address of the panel will be placed under the MDF / IDF room I.D., provide the subnet mask beneath the IP address.
	d. Place the gateway IP address information below the subnet mask
	e. Place the service contract information (contact and phone number or just phone number will be acceptable)
	f. Beneath the common information provide a line diagram showing each blade location and the name of the device attached to each input on each card.
	g. All wiring shall be neatly dressed to each device input location and labeled within 1” of the termination at the input. Wiring includes all devices and the wiring bringing in the power for the power supply.
	h. Wire all tamper switches on each control panel door back into the system.
	i. Label the battery and power supply location with the name of the campus, the MDF or IDF room location (MDF, IDF A etc) and the date in which the battery was installed. Labels shall consist of white backgrounds with black letters with a large font. ...


	F. Door Hardware
	1. Reference the door hardware specifications for the door hardware and door power supply information. The hardware contractor will provide the door power supplies for the new electronic latch retraction doors. Reference the door hardware specificatio...
	2. The Contractor will wire / connect the power supply to both the power source and to the door hardware via the EPT transfer hinge as recommended in the door hardware specifications.
	3. Contractor will review the door hardware specifications to ensure there are no support issues with the door power supplies and the access control system.
	4. Contractor shall review the door hardware schedule and compare all device locations on the plans with the schedule. Report any conflicts to the Architect immediately. The drawings shall take precedence over any discrepancies concerning card reader ...

	G. Door Hardware Power Supplies
	1. The hardware system will incorporate a series of electronic locks and electronic latch retraction devices. The Contractor shall provide and install power supplies to support the specific door hardware from a centralized location if possible. If the...
	2. The Contractor shall be responsible for sizing the wire gauge to carry the proper amount of power from the power supply to the door and will connect the wiring to the door hardware.
	3. Contractor installed cable pathways shall comply with the items listed in section 2.2 of this specification.

	H. Auxiliary Power Supply
	1. Provide as required auxiliary power supply(s) and battery backup, U.L. Listed and labeled for access control systems.
	2. Provide low battery reporting as part of the access control system programming.  Standby battery operation time shall equal, or exceed, the standby operation time of the main panel; in any case, provide a minimum of 12 amp hours battery backup.
	3. Provide a U.L. Listed cabinet suitable for surface mounting.  The cabinet and front shall be corrosion protected, given a rust-resistant prime coat, and a painted standard finish.  The back box and door shall be constructed of 0.060" minimum steel ...
	4. All cables will route via conduit pathways connecting the main power supply to the main panel location. Placement of the conduit pathway is the responsibility of the access control contractor.
	5. The Contractor shall provide power through a 120 VAC, 20-ampere breaker from spares scheduled in the nearest panel. New wiring shall meet non-plenum conditions, be sized to provide the power required for the supply and be installed in conduit.
	6. All electrical wiring shall be installed on terminal strips – no wire nuts or caps are permitted at any time inside the panel.
	7. Manufacturer/Model:  Provide Altronix power supplies or approved equivalent.
	8. Label the location of the circuit and electrical panel supporting the power supply inside the power supply cabinet and inside the access control cabinet.
	9. Reference the door hardware specifications for the door hardware and door power supply information. The hardware contractor will provide the door power supplies for the new electronic latch retraction doors. Reference the door hardware specificatio...
	10. The Contractor will wire / connect the power supply to both the power source and to the door hardware via the EPT transfer hinge as recommended in the door hardware specifications.
	11. Contractor will review the door hardware specifications to ensure there are no support issues with the door power supplies and the access control system.
	12. Contractor shall review the door hardware schedule and compare all device locations on the plans with the schedule. Report any conflicts to the Architect immediately. The drawings shall take precedence over any discrepancies concerning card reader...

	I. Door Position Switches (DPS)
	1. Reference drawings for door position switch locations. Use flush mounted door contacts positioned in the top of each door for all new door locations as indicated on the drawings.
	2. The devices will be programmed to show door open, closed and door ajar or held open alarm events. See the programming section for the time delay to be programmed for all hold open alarm events.
	3. Roll up exterior doors (if applicable) in all areas of the building will require surface mounted contacts provided and installed by the access control contractor. Reference the drawings for these door locations.

	J. Request to Exit (RTE)
	1. All exterior doors leading out from occupied areas of the building shall be equipped with request to exit devices. Reference the door hardware schedule for the type of RTE device that will be used for the door location. The door hardware contractor...
	2. Coordinate with the door hardware contractor and electrical contractor prior to hardware installation.

	K. Door Release Button
	1. Contractor shall provide and install surface mounted hold up buttons located at the locations shown at each campus to control select doors in the facility. Reference the drawings for button locations and the doors that will be controlled. Most camp...
	2. This same function will also be programmed into the software allowing the receptionist to click on the door and release it.
	3. Depressing the button should display in the system as an authorized unlock event. The activity log shall record the event and display it as a release by receptionist.

	L. Emergency Alarm/Lockdown Button
	1. Contractor will provide and install emergency alarm buttons at the receptionist area at the campus. Coordinate final location with Owner prior to installation.
	2. When the button is activated, the system shall secure all doors on the campus, including doors that are in a scheduled unlock period.
	3. All campus card readers shall be disabled during the lockdown period. The system shall only allow entry to those with a pre-determined clearance filter level. I.E. Knox box cards, SRO personnel or other first responders. The Owner shall program the...
	4. All campus card readers shall be enabled with a credential door unlock feature (double swipe).
	5. Upon activation and reset of the button the system shall send an email and text message to select personnel.
	a. Coordinate with the Owner on exact wording for these messages.
	b. Coordinate with the Owner on the list of personnel who shall be authorized to receive the messages.
	c. The message will include the specific name of the campus in which the button was pressed or reset.

	6. The Contractor shall provide two (2) keys with each device and deliver one key to the Owner through the transmittal process.  The second key shall be placed in the campus lock box as specified below.

	M. Lock Box
	1. The Contractor shall provide and install a secured lock box for the purpose of securing one of the two keys used to reset the lock down button.
	2. The box shall be surface mounted to a location selected by the Owner. Do not coordinate with any other campus staff.

	N. Card Readers
	1. Readers shall be equipped with pigtail terminations.
	2. Reader shall fit a single gang back box for mounting to walls or other exterior surfaces.
	3. Readers will not require a keypad.
	4. The Contractor shall use new conduits and back boxes provided and installed by the electrical contractor at each reader location. Reference drawing for all reader locations.
	5. The security Contractor shall seal all exterior mounted reader locations with a clear UV resistant sealant to prevent insect or water damage.
	6. Wiring shall be routed to the nearest access control panel in a contractor provided pathway.

	O. Primary Server Database and Programming Requirements
	1. Include all licensing requirements or fees for all device components added to the existing system.
	2. Programing all new device, panel and controller locations into the new system.
	a. Program each panel and program into the network.
	1) All necessary IP addresses and VLAN configuration will be provided by the Owner’s technology department.

	b. Contractor Programing
	1) All inputs, outputs, card readers, locks, card reader groups, portal group’s access levels shall be set in coordination with the Owner.
	a) During network outages, readers must remain operational to allow authorized credential entry.
	b) During lock down of the access control system, reader functionality shall be disabled except for local, credentialed, emergency responders. Functionality shall be restored at the conclusion of the lock down period.

	2) Integration with Active Directory – coordinate with the Owner prior to start of work.
	3) Load all staff data into the data base as directed by the Owner.
	4) Lock down buttons shall be programmed as per item 2.11.
	5) Program cameras associated with the monitored doors to provide video of the alarmed door. Reference the drawings for the camera to door relationships.
	6) The Contractor shall partition each campus so that the schedules and activities of one campus are not visible by another.

	c. Owner Programming
	1) Time schedule and time schedule group’s

	d. Floor Map icons will be programmed in such a way as to identify the following conditions at each monitored door:
	1) Forced door
	2) Door held open alarm generated after 30 seconds.
	3) Controller status

	e. Floor map icons shall provide the following functionality:
	1) Unlock/lock door
	2) View history on a door
	3) Program future unlock events on a door


	3. It will be the responsibility of the access control Contractor to obtain the electronic copies of the floor plans from the Architect through the General Contractor for the creation of the campus map.
	a. Campus floor plans shall be created for each facility and shall show the following.
	1) All door numbers according to the Owner’s door numbering protocol
	2) Controller location
	3) Controller status
	4) All monitored door location statuses.
	a) Door closed
	b) Door open
	c) Door alarm event




	P. Special Requirements for Cable Routing and Installation
	1. Cabling
	a. All cabling used throughout this project will comply with the requirements as outlined in the National Electric Code (NEC) Articles 725, 760, 770, and 800 and the appropriate local codes.
	b. All copper cabling will bear the appropriate markings for the environment in which they are installed.

	2. Fire Stopping
	a. Fire stopping equipment and practices will comply with applicable national and local codes.
	b. Sealing of openings between floors, through rated fire and smoke walls, existing or created by the Contractor for cable pass through will be the responsibility of the Contractor.
	c. Sealing material and application of this material will be accomplished in such a manner which is acceptable to the local fire and building authorities having jurisdiction over this work.
	d. Creation of such openings required for cable passage between locations as shown on the drawings will be the responsibility of the Contractor.
	e. Any openings created by or for the Contractor and left unused will be sealed as part of the contractor’s scope.

	3. Contractor Responsibility
	a. The Contractor will be responsible for damage to any surfaces or work disrupted because of this work. Repair of surfaces, including painting, will be included as necessary.
	b. The Contractor will rectify damaged caused at the Contractor’s sole expense.


	Q. Labeling
	1. System components and wiring shall be comprehensively labeled.
	a. All labels shall be machine generated.
	b. Handwritten labels are not acceptable.



	3.02 TESTING WARRANTY SERVICES
	A. A factory-trained representative of the manufacturer shall supervise the final connections and testing of the system and it shall be subject to the final acceptance of the Architect/Engineer and Owner.
	B. Prior to the final acceptance and commissioning process the access control Contractor shall make a thorough inspection of all device locations to insure the following:
	1. Confirm all devices are properly located and connected as per the technology drawings, construction specification documents and manufacturer’s best practices or installation instructions for a complete and functional system.
	2. Wiring is properly labeled and terminated inside the control panels and at all door locations.
	3. All door hardware is properly installed with manufacturer provided fasteners.
	4. If the Contractor fails to properly correct all identified issues following the first site visit the Contractor will be allowed a final opportunity to bring all noted discrepancies into compliance. Failure to do so will result in the consultant bil...


	3.03 ON SITE TECHNICAL SUPPORT
	A. The Contractor shall provide a manufacturer certified technician who will accompany the Owner and their consultant during all final acceptance and commissioning inspections.
	B. On site personnel providing technical support shall:
	1. Be certified by the manufacturer in the installation and programming of the access control system.
	2. Have thorough and in-depth knowledge of the system and materials that were used as well as have direct project experience.
	3. Be skilled in all use of equipment and materials used under the contract.
	4. Be competent to troubleshoot and fix problems associated with Contractor provided materials and software.


	3.04 FINAL ACCEPTANCE
	A. The integrator will perform on-going reviews of all work for compliance with the contract documents with a representative from the Owner. All work will be performed in a high quality manner and the overall appearance will be clean, neat and orderly.
	B. The following is a partial list of items that will be examined and will comply satisfactorily in all instances during the final acceptance process.
	1. Do all cable pathway methods and materials meet the Owner’s established pathway standards as well as EIA/TIA-569 and 862?
	2. Are all pathway penetrations properly fire stopped?
	3. Is all labeling inside the control panels machine generated and properly applied to all areas inside the panel?
	4. Are floor plans properly programmed into the system and display the location of all installed devices, door locations and properly report all door alarm events, door status, motion alarms and other reader locations as requested?
	5. Verify the basic function of all card reader locations including the ability to unlock doors via the HID Mobile and to unlock a door with a double swipe of the credential.
	6. Confirm the successful operation of the alarm buttons located in the admin areas. During the lock down the following systems will be reviewed.
	a. Verify all programmed doors are properly secured.
	b. Verify the Knox box and other emergency personnel cards function as per the specifications.
	c. Verify other cards programmed for staff will not work.
	d. Verify messages have been sent to the proper personnel depending on the time of day the system is tested.

	7. Verify all RTE devices are operational and functioning within the system. Motion along the exterior of windows or doors should not be detected by the device.
	8. Verify surveillance system has been integrated and cameras are responding to events.
	9. Have all record drawings and deliverables been transmitted to the Owner and verified in the field by the Contractor in the presence of the project manager?




